


PROTECTION OF YOUR PERSONAL DATA
This privacy statement provides information about 
the processing and the protection of your personal data.

Processing operation:  e-Calls PADOR - Potential Applicant Database On-line Registration (PADOR) 	
Data Controller: For DG INTPA: Directorate-General for International Partnerships (hereafter ‘DG INTPA’), Information Technology Unit (INTPA.R5)

Record reference: DPR-EC-02167
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Introduction
The European Commission (hereafter ‘the Commission’) is committed to protect your personal data and to respect your privacy. The Commission collects and further processes personal data pursuant to Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and agencies and on the free movement of such data (repealing Regulation (EC) No 45/2001).

This privacy statement explains the reasons for the processing of your personal data, the way we collect, handle and ensure protection of all personal data provided, how that information is used and what rights you have in relation to your personal data. It also specifies the contact details of the responsible Data Controller with whom you may exercise your rights, the Data Protection Officer and the European Data Protection Supervisor. 

The information in relation to processing operation “e-Calls PADOR - Potential Applicant Database On-line Registration” (PADOR) in DG INTPA undertaken by INTPA.R.5 is presented below. 

Why and how do we process your personal data?
Purpose of the processing operation:

e-Calls PADOR is the online database in which potential applicants to external action calls for proposals register information about the legal and financial profile of their organisation (legal entity). The legal personality of the organisation is verified on the basis of the statutes/Legal Entity File/registration documents uploaded in e-Calls PADOR Once the applicants correctly register and sign their profiles PADOR awards them their EuropeAid ID number.
All organisations that apply to calls for proposals as applicants, co-applicants or affiliated entities must be registered in e-Calls PADOR.

Every organisation in e-Calls PADOR has a unique identification number (EuropeAid ID - EID). The organisation must encode this EID in the application submitted to a call for proposals via e-Calls PROSPECT, the IT system for the management of calls for proposals in the field of external actions (reference: DPR-EC-02168). The PADOR profile relates only to legal entities as applicants, co-applicants and their affiliated entities in order to participate in calls for proposals. 

Processing operations for registration and validation of participants purposes include processing operations for the purpose of verification that the organisation (legal person) exists as a legal entity and that its legal data is correct, also for the purpose of verification of certain special legal statuses that are used in EU funding programmes, as well as for the assessment of the financial capacity and ownership / control structure of participants.

DG INTPA R.5 collects and registers your personal data in e-Calls PADOR for the purpose of managing the evaluation of applications (including participant registration, validation and assessment), as well as for checking the eligibility of the organisations that participate to calls for proposals. 

On what legal ground(s) do we process your personal data
The data processing is considered lawful because it is necessary for the performance of tasks carried out in the public interest - in the meaning of Article 5.1(a) of Regulation (EU) 2018/1725 - and the exercise of official authority vested in the Union institution on the basis of inter alia the following Union law: 
- Treaty on the Functioning of the European Union (consolidated version, OJ C202/1, 07.06.2016, p.47) (hereafter the ‘TFEU’). In particular Articles 208 - 213; 
- Regulation (EU, Euratom) 2024/2509 of the European Parliament and of the Council of 23 September 2024 on the financial rules applicable to the general budget of the Union (recast), PE/99/2023/REV/1, OJL, 2024/2509,26.9.2024, ELI – hereafter the ‘EU Financial Regulation’. In particular Title I (Subject matter, definitions and general principle), Title IV (Budget implementation), Title V (Common Rules), Title VII (Procurement and Concessions), Title VIII (Grants) – in particular, Articles 199-203, 74(6) and 129; 
- All relevant basic acts (in the meaning of Article 310(3) of the TFEU and Article 2(4) of the EU Financial Regulation) implemented by Commission’s DG using e-Calls PADOR. 

Which personal data do we collect and further process? 
In order to carry out this processing operation DG INTPA Unit R.5. collects the following categories of personal data: 
Identification data for information system user access rights and roles: EU login user information for external assessors (first name, last name, email). Only applicable for internal users: first name, last name, location details (e-mail address, telephone number, delegation/unit); 
Contact details of natural persons representing organisations: first name, last name, email, and EU Login data; 
EuropeAid Offline Registration Form (used in case an organisation is unable to create its profile online in PADOR) : Contact person’s full name and e-mail address.
Participant Identification Code (PIC): a unique identifier managed by the European Research Executive Agency (REA) for organisations (legal entities) participating in EU funding programmes or procurements.
Other personal data that may be contained in financial documents submitted for the purposes of the evaluation of applications as well as verification of eligibility of organisations.

The provision of personal data is mandatory to meet the requirements of the EU Financial Regulation concerning the grant award procedure. If you do not provide relevant personal data, your organisation’s eligibility cannot be verified. 
 

How long do we keep your personal data?
The European Commission only keeps your personal data for the time necessary to fulfil the purposes of PADOR or further processing.

The retention periods of your personal data take into consideration the Common Retention List (CRL) of the European Commission[footnoteRef:1]:
Personal data included in files relating to grant procedures including personal data are to be retained in the service in charge of the procedure until it is finalised, and in the archives for a period of 10 years following the signature of the contract. 
Personal data contained in files relating to contracts including personal data are to be retained in the service in charge of the procedure until the closure of the contract and in the archives for a period of 10 years following the closure of the contract. 
These files could be retained until the end of a possible audit if one started before the end of the above periods. 

After the periods mentioned above have elapsed, the files containing personal data are sampled to be sent to the historical archives of the Commission for further conservation. The non-sampled files are destroyed

The personal data processed for the purposes of EU Login account management are kept according to the data processing record of the Directorate-General for Informatics (DG DIGIT) of the Commission (reference: DPR-EC-03187). 


How do we protect and safeguard your personal data?
All personal data in electronic format (e-mails, documents, databases, uploaded batches of data, etc.) are stored either on the servers of the European Commission. All processing operations are carried out pursuant to the Commission Decision (EU, Euratom) 2017/46 of 10 January 2017 on the security of communication and information systems in the European Commission. 
In order to protect your personal data, the Commission has put in place a number of technical and organisational measures in place. Technical measures include appropriate actions to address online security, risk of data loss, alteration of data or unauthorised access, taking into consideration the risk presented by the processing and the nature of the personal data being processed. Organisational measures include restricting access to the personal data solely to authorised persons with a legitimate need to know for the purposes of this processing operation.
Who has access to your personal data and to whom is it disclosed?
Access to your personal data is provided to the Commission staff responsible for carrying out this processing operation and to authorised staff according to the “need to know” principle. Such staff abide by statutory, and when required, additional confidentiality agreements. 
The recipients / categories of recipients of the data are: 
Recipients within the EU organisation: e-Calls PADOR Commission’s internal users:
Authorised staff of DG INTPA and EU delegations in Third countries, as well as of other external action DGs (such as DG ENEST, DG MENA and FPI); 
Authorised staff of the Internal Audit Service (IAS); 
Recipients outside the EU organisation:
Authorised staff of the European Anti-Fraud Office (OLAF), of the European Court of Auditors (ECA), and of the European Public Prosecutor Office (EPPO);
External assessors. 

What are your rights and how can you exercise them? 
You have specific rights as a ‘data subject’ under Chapter III (Articles 14-25) of Regulation (EU) 2018/1725, in particular the right to access, your personal data and to rectify them in case your personal data are inaccurate or incomplete. Where applicable, you have the right to erase your personal data, to restrict the processing of your personal data, to object to the processing, and the right to data portability. 

You have the right to object to the processing of your personal data, which is lawfully carried out pursuant to Article 5(1)(a) on grounds relating to your particular situation. 

You can exercise your rights by contacting the Data Controller, or in case of conflict the Data Protection Officer. If necessary, you can also address the European Data Protection Supervisor. Their contact information is given under Heading 9 below. 
Where you wish to exercise your rights in the context of one or several specific processing operations, please provide their description (i.e. their Record reference(s) as specified under Heading 10 below) in your request. 

Contact information
The Data Controller
If you would like to exercise your rights under Regulation (EU) 2018/1725, or if you have comments, questions or concerns, or if you would like to submit a complaint regarding the collection and use of your personal data, please feel free to contact the Data Controller, Unit INTPA.R.5 INTPA-IT-PRODUCTION@ec.europa.eu  

The Data Protection Officer (DPO) of the Commission
You may contact the Data Protection Officer (DATA-PROTECTION-OFFICER@ec.europa.eu) with regard to issues related to the processing of your personal data under Regulation (EU) 2018/1725.

The European Data Protection Supervisor (EDPS)

You have the right to have recourse (i.e. you can lodge a complaint) to the European Data Protection Supervisor (edps@edps.europa.eu) if you consider that your rights under Regulation (EU) 2018/1725 have been infringed as a result of the processing of your personal data by the Data Controller.

Where to find more detailed information?
The Commission Data Protection Officer (DPO) publishes the register of all processing operations on personal data by the Commission, which have been documented and notified to him. You may access the register via the following link: http://ec.europa.eu/dpo-register.
This specific processing operation has been included in the DPO’s public register with the following Record reference: DPR-EC-02167.
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